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Abstract: This article examines the structural framework, assessment criteria, 
and indicators of educational competencies in digital culture and information 
security among students. The study analyzes the theoretical foundations of 
digital competence by integrating digital literacy, media and information 
literacy, cybersecurity awareness, digital ethics, and responsible digital 
citizenship. Particular attention is given to identifying the cognitive, operational, 
motivational, value-based, and reflective components of educational 
competencies, as well as the pedagogical criteria and measurable indicators 
used to assess their development. The paper argues that a competency-based 
framework supported by clear evaluation indicators contributes to the effective 
implementation of digital education and the creation of a safe digital learning 
environment. 
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Introduction 
The rapid digitalization of modern society has fundamentally transformed 
educational systems, creating new opportunities for teaching and learning while 
simultaneously introducing numerous challenges related to information security 
and responsible digital behavior. The increasing integration of artificial 
intelligence, cloud computing, digital learning platforms, social networking 
services, and mobile technologies into educational environments requires 
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students not only to acquire technological knowledge but also to develop 
comprehensive competencies that ensure safe, ethical, and effective 
participation in the digital world. 
In contemporary educational theory, competence is understood as a 
multidimensional construct that combines knowledge, practical skills, attitudes, 
values, motivation, and behavioral experience. Consequently, educational 
competencies in digital culture and information security should not be limited 
to technical computer skills. They encompass media and information literacy, 
critical evaluation of digital information, cybersecurity awareness, digital ethics, 
responsible online communication, protection of personal data, and the ability 
to make informed decisions in complex digital environments. 
International educational organizations, including UNESCO, UNICEF, the OECD, 
and the European Commission, emphasize that digital competence has become 
one of the key competencies for lifelong learning and sustainable development. 
These organizations advocate competency-based educational models in which 
students gradually develop cognitive, practical, ethical, and social dimensions of 
digital competence through interdisciplinary learning experiences. Therefore, 
identifying the structural framework, pedagogical criteria, and measurable 
indicators of educational competencies in digital culture and information 
security has become an important scientific and methodological task. 
From a pedagogical perspective, the structural analysis of competencies 
provides a theoretical foundation for designing curricula, selecting appropriate 
teaching methods, organizing educational activities, and developing objective 
assessment systems. Clearly defined criteria and indicators enable educators to 
monitor students' progress, diagnose competency levels, and implement 
individualized educational support. Furthermore, such an approach contributes 
to strengthening students' digital resilience, fostering responsible digital 
citizenship, and preparing them for successful participation in the knowledge 
society. 
Methodology 
The transformation of education within the context of digitalization has 
significantly changed the objectives of modern pedagogical practice. 
Contemporary schools are expected not only to provide students with subject-
specific knowledge but also to prepare them for effective, safe, and responsible 
participation in the digital society. Consequently, the development of 
educational competencies in digital culture and information security has 
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become one of the strategic priorities of educational policy worldwide. This 
process requires a scientifically grounded understanding of the structural 
framework of these competencies, together with clearly defined assessment 
criteria and measurable indicators that enable educators to evaluate students' 
progress objectively. 
From the perspective of competency-based education, digital culture represents 
a multidimensional phenomenon that integrates technological knowledge, 
media literacy, information literacy, ethical behavior, cybersecurity awareness, 
critical thinking, communication skills, and digital citizenship. Information 
security, in turn, should not be viewed solely as the protection of computer 
systems against technical threats. Modern educational research considers 
information security a comprehensive pedagogical construct involving cognitive 
awareness, psychological resilience, ethical responsibility, legal literacy, and 
behavioral competence within digital environments. 
Educational competencies in digital culture and information security possess a 
hierarchical structure composed of several interrelated components. The 
cognitive component includes theoretical knowledge about digital technologies, 
information systems, cybersecurity principles, digital legislation, copyright, 
intellectual property, online privacy, artificial intelligence, and media literacy. 
Students should understand how digital information is created, processed, 
transmitted, evaluated, and protected. They should also recognize different 
forms of cyber threats, including phishing attacks, malware, ransomware, 
identity theft, cyberbullying, online fraud, and misinformation campaigns. 
However, theoretical knowledge alone cannot ensure responsible digital 
behavior. Therefore, the operational or practical component occupies a central 
position within the competency framework. This component includes students' 
ability to search, evaluate, organize, and create digital information using 
appropriate technological tools. Practical competencies also involve configuring 
privacy settings, creating secure passwords, applying multifactor 
authentication, recognizing suspicious digital activities, using antivirus software, 
protecting personal devices, and responding appropriately to cybersecurity 
incidents. The operational component transforms theoretical knowledge into 
everyday digital practices. 
Another essential element is the communicative component, which reflects 
students' ability to interact effectively and ethically within digital environments. 
Modern educational communication increasingly occurs through learning 
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management systems, social media platforms, collaborative applications, and 
virtual classrooms. Consequently, students must acquire competencies related 
to respectful online communication, digital collaboration, conflict resolution, 
intercultural interaction, and adherence to digital etiquette (netiquette). 
Responsible communication minimizes cyberbullying, hate speech, 
discrimination, and online harassment while promoting inclusive and 
constructive digital participation. 
The axiological (value-based) component occupies a particularly important place 
within the structural framework. Digital culture is fundamentally associated with 
ethical values such as honesty, responsibility, fairness, respect for privacy, 
academic integrity, and intellectual property protection. Students should 
understand that digital environments are governed not only by technological 
rules but also by moral principles. Educational institutions therefore bear 
responsibility for cultivating digital ethics, encouraging responsible use of 
artificial intelligence, discouraging plagiarism, promoting respect for copyright, 
and fostering awareness of the social consequences of digital actions. 
Closely connected with the axiological dimension is the motivational 
component, which reflects students' willingness to participate responsibly in 
digital environments. Motivation determines whether learners actively apply 
safe digital practices, continuously improve their competencies, and 
demonstrate responsible behavior even in situations where external control is 
absent. Research in educational psychology indicates that intrinsic motivation 
significantly enhances students' engagement in cybersecurity education 
because learners become personally committed to protecting themselves and 
others rather than merely complying with institutional regulations. 
The reflective component completes the competency structure by enabling 
students to evaluate and regulate their own digital behavior. Reflection 
encourages learners to analyze mistakes, recognize risky online practices, 
identify weaknesses in their digital competence, and develop strategies for 
continuous improvement. Reflective thinking also contributes to metacognitive 
awareness, allowing students to monitor their own learning processes and adapt 
to rapidly evolving technological environments. 
The rapid digital transformation of modern society has fundamentally changed 
the objectives of education and significantly expanded the content of students' 
competencies. Today, educational institutions are expected not only to equip 
learners with technological knowledge but also to cultivate digital culture, 
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cybersecurity awareness, media literacy, ethical responsibility, and critical 
thinking. Consequently, numerous international scholars and organizations have 
proposed theoretical frameworks that define the structural components, 
assessment criteria, and indicators of educational competencies in digital 
culture and information security. 
One of the pioneers in digital literacy studies, Paul Gilster, argues that digital 
literacy should be understood as "the ability to understand and use information 
in multiple formats from a wide range of digital sources" [1]. According to 
Gilster, digital competence is not confined to technical computer skills; rather, 
it involves critical analysis, evaluation of information credibility, and effective 
knowledge construction. His concept established the cognitive foundation of 
modern digital competence models, emphasizing that educational assessment 
should focus on learners' ability to interpret and critically evaluate digital 
information rather than simply operate technological devices. 
Expanding this theoretical perspective, Douglas Belshaw proposes that digital 
literacy consists of eight interconnected dimensions: cultural, cognitive, 
constructive, communicative, confident, creative, critical, and civic elements [2]. 
Belshaw maintains that digital competence is highly contextual and cannot be 
measured solely through technical performance. Instead, educational criteria 
should also assess students' creativity, communication, social participation, 
ethical awareness, and capacity for lifelong learning. His multidimensional 
framework has significantly influenced modern competency-based education by 
integrating knowledge, skills, attitudes, and values into a unified pedagogical 
structure. 
The UNESCO Media and Information Literacy (MIL) Framework considers 
media literacy and information literacy as inseparable competencies necessary 
for democratic participation and sustainable development [3]. UNESCO 
emphasizes that students should develop the ability to access, evaluate, create, 
and communicate information responsibly while respecting ethical principles 
and human rights. According to UNESCO, digital competence encompasses not 
only technological proficiency but also critical thinking, responsible 
communication, digital ethics, privacy protection, and media responsibility. 
These competencies form the basis for developing measurable indicators 
related to students' information evaluation, ethical behavior, and digital 
participation. 
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The European Commission's Digital Competence Framework (DigComp 2.2) 
provides one of the most comprehensive structural models for assessing digital 
competencies [4]. The framework identifies five major competence areas: 
information and data literacy, communication and collaboration, digital content 
creation, safety, and problem-solving. Within the safety dimension, DigComp 
includes indicators related to protecting devices, safeguarding personal data, 
ensuring privacy, maintaining digital well-being, and understanding 
environmental sustainability in technology use. The framework demonstrates 
that educational competencies should be evaluated through both knowledge 
acquisition and authentic performance indicators reflecting students' real-life 
digital practices. 
Michael Ribble, the author of the Digital Citizenship model, argues that digital 
competence should be viewed as responsible participation in digital society 
rather than simple technological literacy [5]. Ribble identifies nine essential 
elements of digital citizenship, including digital access, communication, 
etiquette, law, literacy, rights and responsibilities, commerce, health, and 
security. His framework emphasizes that educational institutions should assess 
students not only according to their technological abilities but also according to 
their ethical behavior, legal awareness, respect for intellectual property, 
responsible communication, and protection of personal information. This 
perspective significantly broadens the pedagogical understanding of 
information security. 
According to Sonia Livingstone, children's digital experiences should be 
understood through the relationship between opportunities, risks, resilience, 
and support systems [6]. Livingstone argues that exposure to digital risks does 
not necessarily result in harm because students' digital competencies, critical 
thinking abilities, and educational support significantly influence their 
responses. Consequently, competency indicators should include students' 
ability to recognize misinformation, resist online manipulation, identify 
cyberbullying, and seek appropriate assistance when confronted with digital 
threats. Her research has greatly influenced international policies on children's 
online safety. 
The OECD Learning Compass 2030 introduces the concept of learner agency as 
a central element of twenty-first-century competencies [7]. According to the 
OECD, students should become active participants capable of making informed 
decisions, solving complex problems, and acting responsibly within digital 
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environments. The framework identifies knowledge, skills, attitudes, and values 
as mutually reinforcing dimensions of competence. This approach supports the 
inclusion of motivational and reflective indicators alongside cognitive and 
operational assessment criteria. 
From the perspective of children's digital rights, UNICEF emphasizes that digital 
competence should combine protection, participation, and empowerment [8]. 
UNICEF argues that educational systems should help students acquire practical 
cybersecurity skills while simultaneously promoting responsible digital 
citizenship, ethical communication, psychological well-being, and resilience 
against online risks. This child-centered perspective expands traditional 
information security education by incorporating emotional intelligence, social 
responsibility, and digital inclusion. 
Contemporary educational researchers generally agree that educational 
competencies in digital culture and information security possess an integrated 
structure consisting of several interdependent components. The cognitive 
component reflects students' theoretical understanding of digital technologies, 
cybersecurity principles, media literacy, digital legislation, and ethical standards. 
The operational component includes practical digital skills such as information 
searching, secure communication, content creation, privacy management, and 
cybersecurity practices. The communicative component concerns responsible 
online interaction, collaboration, and digital etiquette. The axiological 
component represents ethical values, including respect for intellectual 
property, privacy, academic integrity, and social responsibility. The motivational 
component demonstrates learners' willingness to engage in continuous digital 
learning, while the reflective component evaluates their ability to assess and 
improve their own digital behavior [2; 4; 7]. 
These theoretical approaches have also influenced the development of 
pedagogical assessment criteria. Most international competency frameworks 
distinguish cognitive, operational, value-oriented, motivational, and reflective 
criteria. The cognitive criterion evaluates students' knowledge of digital 
concepts and information security principles. Operational indicators assess 
practical performance in authentic digital environments. Value-oriented 
indicators measure ethical behavior, academic honesty, and responsible online 
communication. Motivational indicators evaluate students' interest in 
continuous digital self-development, while reflective indicators examine their 
capacity for self-assessment, self-regulation, and lifelong learning [3; 4; 5]. 
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Modern competency assessment increasingly relies on authentic evaluation 
methods rather than traditional examinations alone. International scholars 
recommend project-based assessment, digital portfolios, case-study analysis, 
simulation exercises, collaborative tasks, observation, self-assessment, peer 
assessment, and reflective journals as effective instruments for measuring 
digital competencies [4; 7]. Such approaches provide a comprehensive 
understanding of students' ability to apply digital knowledge safely, ethically, 
and effectively in real-world situations. 
The reviewed literature demonstrates broad scholarly consensus that 
educational competencies in digital culture and information security extend far 
beyond technological proficiency. They represent an integrated pedagogical 
construct that combines digital knowledge, cybersecurity awareness, media 
literacy, ethical responsibility, communication, critical thinking, creativity, and 
lifelong learning. Consequently, the structural framework, criteria, and 
indicators of these competencies should reflect both measurable cognitive 
achievements and students' responsible behavior within increasingly complex 
digital environments. 
 
Results and discussion 
The structural integrity of educational competencies requires an assessment 
system based on scientifically justified criteria. Pedagogical criteria function as 
benchmarks for evaluating the level of competency development and 
determining students' readiness to function safely in digital environments. 
The first criterion is the cognitive criterion, which evaluates the completeness, 
accuracy, and systematic nature of students' theoretical knowledge. Indicators 
of this criterion include understanding digital terminology, explaining 
cybersecurity concepts, recognizing digital threats, identifying reliable 
information sources, interpreting digital legislation, and demonstrating 
knowledge of ethical standards governing online behavior. 
The second criterion is the activity-based or operational criterion, which 
measures students' practical application of digital knowledge. Observable 
indicators include effective information searching, critical evaluation of online 
resources, secure password creation, implementation of privacy settings, safe 
communication through digital platforms, use of collaborative technologies, 
digital content production, and appropriate responses to cybersecurity 
incidents. 
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The third criterion is the value-oriented criterion, which assesses students' 
ethical attitudes toward digital technologies. Indicators include respect for 
intellectual property rights, avoidance of plagiarism, responsible use of artificial 
intelligence tools, protection of personal and institutional information, 
tolerance in online communication, and commitment to digital citizenship 
principles. 
The fourth criterion is the motivational criterion, which determines learners' 
willingness to improve their digital competencies continuously. Students 
demonstrating high motivational competence actively seek reliable information, 
participate in cybersecurity training activities, voluntarily apply safety measures, 
and encourage responsible digital behavior among their peers. 
The fifth criterion is the reflective criterion, which evaluates students' ability to 
analyze their own digital experiences critically. Indicators include self-
assessment of digital competence, recognition of personal mistakes, 
identification of learning needs, independent correction of inappropriate online 
behavior, and continuous adaptation to new technological challenges. 
The assessment of these competencies should combine quantitative and 
qualitative approaches. Traditional written examinations may measure 
theoretical understanding but cannot adequately evaluate students' real-life 
digital behavior. Consequently, educational researchers recommend diversified 
assessment methods including competency-based tests, authentic performance 
tasks, project-based assessment, electronic portfolios, digital simulations, 
reflective journals, peer assessment, classroom observation, interviews, and 
scenario-based evaluation. Such methods enable educators to assess not only 
knowledge acquisition but also students' practical skills, ethical reasoning, 
communication patterns, and decision-making abilities. 
Project-based learning provides an effective mechanism for assessing multiple 
competency components simultaneously. For example, students may design 
digital awareness campaigns addressing cybersecurity, misinformation, 
cyberbullying, or digital citizenship. During project implementation they 
demonstrate information searching, source evaluation, collaborative 
communication, digital content creation, ethical decision-making, and public 
presentation skills. Similarly, case-study analysis involving phishing attacks, fake 
social media profiles, identity theft, or privacy violations enables educators to 
evaluate students' analytical reasoning, problem-solving abilities, and security 
awareness. 
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Artificial intelligence has introduced additional dimensions into competency 
assessment. Students increasingly use AI-powered educational assistants, 
automated writing tools, intelligent search engines, and adaptive learning 
platforms. Therefore, assessment indicators should evaluate students' ability to 
verify AI-generated information, recognize algorithmic limitations, maintain 
academic integrity, cite AI-assisted work appropriately, and critically evaluate 
automated recommendations. Rather than replacing human judgment, AI 
should support informed decision-making and responsible learning practices. 
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Modern international competency frameworks developed by UNESCO, the 
European Commission (DigComp), OECD, and UNICEF consistently emphasize 
that digital competence extends beyond technological proficiency. Their models 
identify cognitive, technical, ethical, communicative, collaborative, safety-
related, and reflective dimensions as equally important elements of digital 
education. Consequently, educational institutions should integrate digital 
competence development across all subject areas rather than limiting it to 
computer science or information technology courses. Language education, 
social sciences, natural sciences, arts, and extracurricular activities all provide 
opportunities for cultivating responsible digital behavior. 
The effective development of educational competencies also depends upon 
institutional conditions. Schools require reliable technological infrastructure, 
qualified teachers, updated digital curricula, secure learning platforms, 
continuous professional development programs, parental involvement, and 
comprehensive digital safety policies. Collaboration among teachers, 
psychologists, parents, administrators, and technology specialists creates an 
educational ecosystem capable of supporting students' digital development 
comprehensively. 
Overall, the structural framework of educational competencies in digital culture 
and information security represents an integrated pedagogical model in which 
cognitive knowledge, practical abilities, ethical values, communication skills, 
motivational orientation, and reflective thinking function as mutually reinforcing 
components. Clearly defined assessment criteria and measurable indicators 
enable educational institutions to diagnose competency levels, design 
personalized learning pathways, evaluate educational outcomes objectively, 
and continuously improve instructional quality. Such a systematic approach 
prepares students to become digitally competent, ethically responsible, 
critically thinking, and cybersecurity-conscious citizens capable of participating 
successfully in the rapidly evolving information society. 
Conclusion 
The study confirms that educational competencies in digital culture and 
information security represent an integrated pedagogical construct composed 
of interconnected cognitive, operational, motivational, value-based, 
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communicative, and reflective components. Their successful development 
depends on the systematic integration of digital literacy, media and information 
literacy, cybersecurity education, digital ethics, and responsible digital 
citizenship within both curricular and extracurricular educational activities. 
The identification of scientifically grounded assessment criteria and 
performance indicators provides educators with effective tools for evaluating 
students' competency development. Cognitive indicators measure students' 
knowledge and understanding of digital technologies and information security; 
operational indicators assess practical digital skills; value-based indicators 
reflect ethical responsibility and digital behavior; motivational indicators reveal 
students' willingness to engage in safe digital practices; while reflective 
indicators demonstrate their ability to evaluate and improve their own digital 
activities. 
The findings suggest that competency assessment should combine qualitative 
and quantitative approaches, including diagnostic tests, project-based 
assessment, digital portfolios, observation, self-assessment, peer assessment, 
and authentic performance tasks. Such comprehensive evaluation enables 
continuous monitoring of students' digital development and supports 
personalized educational trajectories. 
In conclusion, establishing a clear structural framework, pedagogical criteria, 
and measurable indicators for educational competencies in digital culture and 
information security creates a solid scientific foundation for competency-based 
education. The implementation of this framework contributes to developing 
digitally competent, ethically responsible, critically thinking, and cybersecurity-
aware students who are capable of participating safely and effectively in the 
rapidly evolving digital society. Future research should focus on integrating 
artificial intelligence, adaptive assessment technologies, and international 
digital competence frameworks into national educational systems to further 
enhance students' digital resilience and lifelong learning competencies. 
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